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Install the Device ID Certificate
Device ID Root CA Trust Settings
About [aunching "DevicelD Importer"
Notes regarding this manual

*This procedure requires macOS administrator
privileges.

* Depending on your version of OS, the screen
displayed may differ from the steps below. In that
case, please read the appropriate screen and
proceed with the steps accordingly.
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1. Double-click "Cybertrust DeviceiD" in
"Applications” to launch "DeviceiD Importer”.

*Depending on the settings regarding application
execution permission in the system settings,
a confirmation dialog may be displayed at startup, or the

application may no

t be able to start.

In that case, please follow these steps before proceeding.
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B Company Portal
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2. Copy the "Certificate Identifier" listed in the
"Notification Email", paste it into the
"Certificate Identifier" field of "Cybertrust
DeviceiD Importer", and click [Import].

* It may take a few seconds to a few tens of seconds to
obtain the Device ID Certificate. Please wait a moment.

m Example of "Notification email”

*xk Gtep 2 *k*

Please run "Cybertrust DeviceiD Importer" and then follow the instructions
displayed to install your DeviceiD.

Please copy and paste the following text into the "Certificate Identifier" field
displayed on the app screen.

Your certificate identifier: DiD|G4/DeviceiD_0SX|123456789012345

(] Cybertrust DeviceiD Importer

Enter your certificate identifier below,
which is written in the email, then click [Import].
Your DeviceiD certificate will be automatically

imported to your computer.

Certificate ldentifier

DiD|G4/DeviceiD_OSX|: i
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3. If the "Authentication Code" input screen is
displayed, copy the "Authentication Code"
from the "Notification Email", paste it into the
"Authentication Code" field, and click
[Submit].

*If the “Authentication Code" is not included in the email
or the input screen is not displayed, please proceed to
the next step.

m Example of "Notification email”

Please run "Cybertrust DeviceiD Importer" and then follow the instructions
displayed to install your DeviceiD.

~o~Y YU~y

Please copy and paste the following text into the "Certificate Identifier" and
"Authentication Code" fields displayed on the app screen.

Your certificate identifier: DiD|G4/DeviceiD_0SX|123456789012345
Authentication code: XXXXXXXX

cybertrust

Please input the
authentication code.

Authentication Code
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4
Copyright Cybertrust Japan Co., Ltd. All rights reserved.




Install the Device ID Certificate C[

cybertrust

4. Enter your macOS administrator password
and click [OK].

: Q@

Cybertrust DeviceiD Importer

DeviceiD Importer wants to
make changes.

Enter your password to allow this.

Cancel
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5. The Device ID Certificate will be installed
automatically.
After the installation is complete, the
following window will be displayed. Click [OK].

€

cybertrust

Certificate has been
successfully installed.
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6. Click the red Close button ® in the upper left
corner of the window to close "Cybertrust

DeviceiD Importer".

@ Cybertrust DeviceiD Importer

Enter your certificate identifier below,

which is written in the email, then click [Import].
Your DeviceiD certificate will be automatically
imported to your computer.

Certificate Identifier

DiD|G4/DeviceiD_0SX|. S i
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/. Click [OK] to close “Cybertrust DeviceiD
Importer”.

cybertrust

Finish importing DeviceiD
certificate?

=

A

The first step, "Install the Device ID
Certificate is complete.” is complete.

Go to the next step.

>rtrust
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1. Click “Applications”, “Utilities”, and then
“Keychain Access”.

Favorites

@ AirDrop

@ Recents

4 Applications

(= Desktop
(Y Documents

©® Downloads

Locations

< iCloud Drive

< Utilities
Name

@ Activity Monitor

(=) AirPort Utility

M Audio MIDI Setup
Bluetooth File Exchange
|%= Boot Camp Assistant

% ColorSync Utility

& Console

@ Digital Color Meter
(@ Disk Utility
[ Feedback Assistant

¢ Grapher
# Keychain Access
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2. Select System to display the list of CAs, and
then double-click the Device ID Root CA
certificate from the list of CAs.

XK Keychain Access g ®
Default Keychains All ltems Passwords Secure Notes My Certificates Keys | Certificates
o login
= Cybertrust DeviceiD Public CA G4
d’ Local ltems '//’"i/'/"'”/" Root certificate authority
. ¢ Expires: Tuesday, August 10, 2038 at 1:43:48 PM Japan Standard Time
System Keychains — € This root certificate is not trusted
of® System
(@ System Roots Name Kind
" 2 Cybertrust DeviceiD Public CA G4 certific
[_6 Cybertrust DeviceiD Public CA G3 [ certific
[# Cybertrust DeviceiD Public CA G2 certific

* If multiple generations of CAs are listed, perform steps
3-5 of “Device ID Root CA Trust Settings” for each Root CA

certificate.

The root certificate authority for device ID is as follows:
The 4th generation Root CA : Cybertrust DeviceiD Public CA G4
The 3rd generation Root CA : Cybertrust DeviceiD Public CA G3
The 2nd generation Root CA  : Cybertrust DeviceiD Public CA G2
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Change “When using this certificate” to

“Always Trust” and then close the window by
clicking the red Close button & in the upper

left corner of the window.

@ ] Cybertrust DeviceiD Public CA G4

= Cybertrust DeviceiD Public CA G4
__ ":_’f_//ﬁm’{ﬁ Root certificate authority
;“'W"; . . .
€ This root certificate is not trusted
Trust

Expires: Tuesday, August 10, 2038 at 1:43:48 PM Japan Standard Time

When using this certificate: [ Always Trust

Secure Sockets Layer (SSL)
Secure Mail (S/MIME)
Extensible Authentication (EAP)
IP Security (IPsec)

Code Signing

Time Stamping

X.509 Basic Policy

Details
Subject Name
Country or Region JP

Organization Cybertrust Japan Co.,Ltd.

()
)

Always Trust
Always Trust
Always Trust
Always Trust
Always Trust
Always Trust

Always Trust

oD O®

Common Name Cybertrust DeviceiD Public CA G4
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4. To change your Keychain Access settings, log
on as a macOS administrator using the
appropriate method.

Keychain Access

You are making changes to your
Certificate Trust Settings.

Touch ID or enter your password to
allow this.

Use Password...

Cancel
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5. A certificate with an icon = the left of its
name indicates that the certificate is trusted.

Make sure that all Device ID Root CA
certificates are trusted.

CXoK | Keychain Access ]

Default Keychains All ltems Passwords Secure Notes My Certificates Keys | Certificates

d’ login
= Cybertrust DeviceiD Public CA G4
d' Local ltems _,"f’”%(wp Root certificate authority
S Expires: Tuesday, August 10, 2038 at 1:43:48 PM Japan Standard T
System Keychains =l @ This certificate is marked as trusted for this account
o System
(@ System Roots Name

F& Cybertrust DeviceiD Public CA G4
E Cybertrust DeviceiD Public CA G3

E Cybertrust DeviceiD Public CA G2

* If multiple generations of CAs are listed, perform steps

3-5 of “Device ID Root CA Trust Settings” for each Root CA
certificate.

All steps completed.
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If a confirmation dialog is displayed,click [Open].

=] <
~
x y

|
“DeviceiD Importer” is an app i

downloaded from the Internet. .
Are you sure you want to open it? |
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The copyright regarding this document belongs exclusively to
Cybertrust Co., Ltd.

The information contained in this document is subject to
change without notice.

Cybertrust Co., Ltd. cannot guarantee that this document is
error-free.

This document may not be reproduced in whole or in part
and may not be used for distribution or production purposes.

However, it may be reproduced only if stipulated in the
contract or agreement with Cybertrust Co., Ltd. and with the
condition that this note is attached.
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